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DevOps blends agile methodologies for development with a high level of
automation for IT operations. The big question for product owners, product
managers, and CISOs is the relevance of traditional information security
practices in the world of DevOps. They worry about whether developers will
have the time to build non-functional features (specifically, security), when they
are iterating at high speed through different versions of software. They
question the feasibility of the older model of security for data protection, when
deployment happens quickly in a cloud environment. So, what does it take to
integrate security in the DevOps world and make it DevSecOps?

“The big question is the relevance of traditional information security practices in
DevOps.”

In our experience of working with leading DevOps organizations, the three
principles discussed below drive success in DevSecOps.

AB
C

Security fundamentals remain the same
DevSecOps requires the same fundamental practices we followed for waterfall
methodology. We need threat modeling of the application, security code
reviews, and dynamic testing of the application in pre-production. The
production environment needs to be monitored for attacks and periodically
scanned for vulnerabilities. DevSecOps does not mean scaled down security.
The key requirement is to adapt these practices to make them effective at the
speed of the DevSecOps world.
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How to secure at the speed of DevOps
Take the security review of code (SAST – Static Application Security Testing) as
an example, builds and releases could be as frequent as every week.
The time available for security code reviews is a fraction of the time available in
the waterfall model. This calls for intensive automation of processes involved in
security code review, but without diluting the quality of review. Examples
include the automation of the initiation of a scan via triggers from the build
server, the detection of incremental code, and the publication of results quickly
with integration to the bug tracker: all without manual intervention. People
resources should be focused on the verification of tool output results and on
executing necessary manual test cases, not on the other activities of preparing
and conducting tests.

“DevSecOps does not mean scaled down security.”

Another example is threat modeling. In the waterfall world, this is usually a
one-time activity carried out during the design phase and updated upon major
version changes. In DevOps, the requirements are incremental and continuously
changing. Threat modeling is integrated into product grooming/sprint planning
discussions with the product management team. Instead of preparing lengthy
documentation, threat modeling is carried out with quick design tools for each
short sprint.
In the “Ops” part of DevOps, security practices need similar speed. Most DevOps
organizations use the cloud for operations. Current security technologies like
SIEM, vulnerability scanning, configuration auditing, and traffic monitoring
struggle to keep up with the pace of operations and dynamic workloads. A
different architecture must be built to natively collect data, events, and
configurations from the cloud and orchestrate the response through tools like
Chef or Puppet to ensure speed in security.
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Security should be an invisible layer
The next requirement for DevSecOps is that security controls should be
seamlessly integrated in the CICD (Continuous Integration, Continuous Delivery)
cycle for the development and operations team.

“A different architecture must be built to collect data and orchestrate responses
for speed in security.”

Continuous Integration
Developers should do what they do well, which is coding. Security processes
including security code reviews should not distract developers from their coding
activities. As an example, if we force a developer to upload code after every build
for a security code review, download a PDF report, read through it, and raise
defect tickets based on the report, this is bound to lead to errors. Instead, there
should be a security automation layer that integrates with the build servers to
silently push code once a build is complete, and to raise security vulnerabilities
as defects in the bug tracking system that the developer is using for his
functional defects. Security requirements should translate to security user
stories for the developer, similar to functional user stories.
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The diagram shows a typical automation flow and architecture for security in
the continuous integration model.

“A different architecture must be built to collect data and orchestrate responses
for speed in security.”

Continuous Delivery/Deployment
Organizations at the higher end of DevOps maturity have a fully automated
application deployment process.
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Automation is done using a combination of tools available with cloud service
providers such as Amazon and Azure and configuration tools including Chef,
Puppet, and Ansible.
Security testing and monitoring operations should integrate into this fabric to
provide an invisible layer of security controls. For example, configuration
assessments of systems should start as soon as a dynamic workload comes up.
There are also new elements that must be secured in the cloud. In particular, the
cloud console is effectively the master key for opening all doors and is often a
high-risk entry point. Security teams in a DevOps organization must focus on
this high-risk component among others, through configuration audits of cloud
consoles, and monitoring of console related admin/user activities.

“DevSecOps is still in its infancy, but will evolve very quickly.”
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DevSecOps is still in its infancy, but we can expect it to evolve very quickly. New
risks will also develop, as opportunities become ripe for Cybercrime syndicates
to exploit vulnerabilities. Success in this new context is dependent on speed and
seamless operation. Security becomes a silent but powerful engine humming in
the background and providing desired business outcomes, while the DevOps
team continues to move forward at high speed.
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